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Untrustworthy code is frequently run on Ideally, a system should always behave as
computers regardless of it impact on the integrity expected (with high integrity). This requires
of the system. It is difficult for a user to tell certain trusted components to be of high
whether an arbitrary program is trustworthy, which integrity from the time they are loaded and
further complicates issues. beyond.
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PRIMA, but we integrate our integrity
management architecture directly into SELinux. BR
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Enforcing
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subjects types. When code is loaded under one
of these types, a local database is referenced to
compare known good hashes to what has been

measured. A system can then attest its state by

ot Request and utilizes subject types to identify trusted
o =

T% Accsss passing its measurement log to a verifying party

BCOR I Denled where it can be check against a similar trust
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Secure Core Mixed Environment

e This system is stripped down to its essential » This scenario allows for untrustworthy code
programs, which must all be of high integrity. to be present in the system so long as the high
 All configuration data must also be traceable integrity components are protected.
back to creation and administration should be » Data on the system can evolve and less
extremely limited. guarantees can be established for it. Rely
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